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EXECUT IVE  SUMM ARY

Historically, most crimes have 
taken place in a single juris-
diction, meaning that most 
of the evidence and witnesses 
necessary to solve them were 
usually in the vicinity of the 
investigator. However, as crimi-
nal activity increasingly moves 
online, the nature and location 
of evidence has changed. Some 
online criminal activity relies 
on the dark net, a portion of the 
internet that uses encryption 
and anonymizing technologies 
that are intentionally designed 
to frustrate tracking efforts.

For this effort, we define 
the dark web as the hyper-
linked services on the dark 
net that can only be accessed 
using The Onion Router 
(or Tor) protocol or other 
equivalent technologies (e.g., 
https://3g2upl4pq6kufc4m.
onion/, which is DuckDuckGo.
com’s dark web site). The online 
marketplaces on the dark web 
are functionally similar to eBay 
or Amazon. Payment typi-
cally is handled through the 
use of digital currencies (e.g., 
Bitcoin, Litecoin) and escrow 
services. When crime occurs 
in traditional online forums, it 
often leaves a trail of data that 
can be followed. On the dark 
web, however, the process of 

collecting those data and turn-
ing them into evidence can be 
difficult. To ensure that they 
are able to effectively perform 
their missions, law enforcement 
agencies need to be able to fol-
low leads and conduct investi-
gations seamlessly between the 
physical and digital worlds.

In 2015, researchers at Carn-
egie Mellon University esti-
mated that dark net markets 
accounted for $100 million to 
$180 million per year in total 
sales volume (Soska and Chris-
tin, 2015; Greenberg, 2015). 
By 2017, the same research-
ers estimated that one site’s 
(AlphaBay’s) sales volume had 
grown to roughly $219 million 
per year, indicating significant 
growth (“Police Ran 2nd . . . ,” 
2017). It is important to 
remember that not all dark net 
transactions are illicit; how-
ever, because of the increasing 
number of illicit transactions, 
the dark web is now drawing 
the attention of law enforce-
ment agencies. To explore the 
needs of state and local law 
enforcement to address crime 
on the dark web and dark net, 
the RAND Corporation and 
the Police Executive Research 
Forum (PERF) convened a 
day-and-a-half workshop with 

RESULTS
•	 Investment is needed in training at all levels, from 

the most-junior to the most-senior officers. The 
junior levels need to know what everyday artifacts 
might be relevant to an investigation and the senior 
levels need to ensure that the necessary skills and 
knowledge are included in officer and investigator 
training curricula.

•	 Investment in efforts aimed at improving information 
sharing is needed across agencies, both within the 
United States and across international borders.

•	 There is a need to examine the benefits of investing 
further in existing, proven cross-organization struc-
tures that are designed to facilitate cooperation and 
information sharing.

•	 Standards organizations should develop new testing 
standards for forensic tools that are employed to col-
lect evidence on computers that have been running 
dark web software.

•	 Research should be conducted into opportunities 
for modernizing laws associated with inspecting 
packages transmitted via the U.S. mail and similar 
services.

•	 Research should be conducted into the increas-
ingly interconnected nature of crime and criminals 
to ensure that law enforcement is able to focus 
on both the highly visible tip of the iceberg (i.e., 
traditional crime) and the less visible—but extremely 
important—portion of the iceberg (i.e., cybercrime) 
that has the potential to affect the health and wel-
fare of populations both near and far.

PR IORIT Y  NEEDS

https://www.rand.org/pubs/research_reports/RR2704.html
https://www.rand.org/well-being/justice-policy/projects/priority-criminal-justice-needs.html
https://3g2upl4pq6kufc4m.onion/
https://3g2upl4pq6kufc4m.onion/


WHAT WE FOUND

An expert panel of law enforce-
ment practitioners, academic 
researchers, and civil rights 
advocates generally agreed that 
research initiatives targeted at 
improving training and infor-
mation sharing are likely to 
have the greatest impact on the 
new problems posed by crimi-
nal activity on the dark web.

Lack of knowledge about what 
the dark web is and how crimi-
nals have begun to leverage it 
is a key problem. Investigating 
officers often overlook physi-

cal artifacts that are indicative 
of dark web activities when 
collecting evidence during a 
criminal investigation. These 
artifacts might include crypto
currency wallets, encryption 
keys, or dark web addresses.

The anonymity and encryp-
tion associated with dark web 
activities make it much more 
difficult for investigators to 
assemble the evidence puzzle 
and prove that a crime has been 
committed.
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Lack  o f  knowledge  about  what 
t he  dark  web  is  and  how c r imi-
na ls  have  begun  t o  l everage  i t 
i s  a  key  prob lem. 

practitioners from federal, state, 
and local law enforcement 
and researchers with expertise 
in cybercrime. The panelists’ 
discussions covered the follow-
ing topics: general challenges, 
including globalization and 
training; technical challenges, 
including anonymity and 
access, suspect identification, 
and resource allocation; and 
legal challenges, including the 
multijurisdictional nature of 
these types of crimes. 

During the discussions, the 
panel members identified 

40 problems or opportunities 
and 46 potential solutions (or 
needs) that they felt could ben-
efit from additional investment 
in research and development. 
At the end of the workshop, the 
panelists prioritized the prob-
lems and opportunities they 
identified. Taken together, the 
high-priority needs identified 
during the workshop represent 
a way to prepare law enforce-
ment at all levels to better 
address the challenge posed by 
cybercrime, now and into the 
future.
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INTRODUCTION
When modern communications technologies, such as the 
internet, are used by criminals to facilitate their activity, sav-
vier criminals seek out tools that help them mask their activi-
ties and communications. Because communicating via dark 
web technologies incorporates encryption and anonymity by 
default, criminals increasingly have been relying on the dark 
web to evade law enforcement as they plan and execute crimi-
nal activity (Finklea, 2017). As of 2019, dark web markets, or 
cryptomarkets (i.e., those using dark web encryption), make up 
a small percentage of the illicit transactions carried out online 
(“Police Ran 2nd . . . ,” 2017). However, these markets continue 
to grow in size and scope. Furthermore, such markets pres-
ent unique problems for law enforcement agencies—especially 
those at the state and local levels—as they investigate crimes 
including illicit substance sales and arms trafficking. 

Given the novelty of dark web markets and their recent 
proliferation, many agencies struggle to carry out their law 
enforcement missions when evidence of the crimes they are 
trying to prevent or prosecute exists within the dark web. To 
better understand these challenges, the RAND Corporation 
and the Police Executive Research Forum (PERF), on behalf of 
the National Institute of Justice (NIJ), convened a workshop to 
bring together a diverse group of practitioners and researchers 
to identify the highest-priority problems and potential solutions 
related to evidence on the dark web. The focus was on develop-
ing an actionable research and development agenda that will 
enhance law enforcement’s ability to understand and investigate 
illicit activity on the dark web. In this report, we discuss the 
challenges inherent in dark web investigations and summarize 
the high-priority needs identified at the workshop.

Background
Historically, individual crimes have taken place in a single 
jurisdiction, meaning that most of the evidence and witnesses 
necessary to solve them were usually in the vicinity of the inves-
tigator. However, as criminal activity moves online, the nature 
and location of evidence has changed. Cybercrime often leaves 
a trail of data that can be followed, but the process of collect-
ing those data and turning them into evidence is not always 
straightforward and can be quite difficult. Often, the location 
of the evidence can be ascertained, but it can be challenging 
to obtain, particularly when the servers or systems it is located 
on are not in a neighboring jurisdiction in the United States, 
but are spread across the world (Vermeer, Woods, and Jackson, 

2018). When criminal activity takes place in the portion of 
the internet that is intentionally anonymized and encrypted to 
protect that anonymity, the task of gathering evidence becomes 
even harder.

By design, the internet is a collection of communication 
networks designed to facilitate a variety of types of information 
exchange on several different levels (see Figure 1). The internet 
has a basic infrastructure containing all online activity with 
two major subdivisions: the World Wide Web and the dark net. 

The World Wide Web is the most visible and familiar por-
tion of the internet, and is itself divided into two subsections: 

Figure 1. The Relationship Between the Dark Web and 
the Rest of the Internet

SOURCE: Argonne National Laboratory, undated.
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The surface web consists of publicly accessible pages of informa-
tion indexed by search engines and connected to each other 
using hyperlinks, while the deep web represents sections inten-
tionally walled off from public view (e.g., paid content, cor-
porate intranets, banking or health care interfaces) and other 
limited-access networks (Ciancaglini et al., 2015). Although 
the exact distribution of the World Wide Web is under debate, 
there is considerable agreement that only a small percentage is 
made up of the surface web, meaning the majority of the inter-
net is not fully accessible to the average person. 

When information is exchanged between individuals or 
computers on the open internet and World Wide Web, rela-
tively little effort is required to identify the parties involved 
via their computers by using the addresses contained on the 
electronic “envelopes” that surround the information. How-
ever, subsets of the network or the activities on it were always 
obscured from the general public, primarily to safeguard activ-
ity that was critical to protect (McCormick, 2013). Although 
deep web services are not viewable or usable in bulk by the pub-
lic, the origins and destinations of the traffic and the owners of 
intermediate servers—and, thus, the responsible parties—can 
be identified with slightly more effort.

The dark net is the portion of the internet that uses both 
encryption and anonymizing communication technolo-
gies, which are designed to promote anonymity and frustrate 
organized tracking efforts. Like on the public internet, services 
on the dark net include email, social media, and websites. Tor 

is the most popular communication technology of this type 
and was created in the 1990s by researchers at the U.S. Naval 
Research Laboratory. The technology was released to the public 
in 2002 and its original purpose was to conceal the identities 
of American operatives or dissidents attempting to communi-
cate within oppressive regimes. Tor also is used by journalists 
working internationally, where internet controls are strict and 
governments might have an interest in uncovering sources or 
stopping antiregime stories. 

The dark web is made up of the associated hyperlinked 
services that can be accessed only via obfuscation services 
using the Tor protocol or other equivalent technologies, allow-
ing access to websites with the domain suffix “.onion” (e.g., 
https://3g2upl4pq6kufc4m.onion/, which is DuckDuckGo.
com’s dark web site). These services also use encryption and 
obfuscation, which—in contrast to the World Wide Web—
makes it difficult to identify the location of the servers that are 
associated with them. 

For the average user, access to websites and services on 
the dark net (and dark web) requires specially configured web 
browsing systems (e.g., TOR browser, Invisible Internet Project 
[I2P], Whonix). From the dark net, users can communicate 
and access services back on the World Wide Web, but their 
communications are difficult or impossible to trace. For exam-
ple, accessing a surface website through a surface web browser 
(e.g., Chrome, Edge, Firefox) allows the website to see the 
Internet Protocol (IP) address of the user’s computer, thereby 
providing location and operating data for the user; however, 
accessing the same surface website with a dark web browser 
displays a false IP address—the user’s true IP is masked by a 
network of relays. In this way, users concerned with surface web 
tracking or privacy can access sites without direct links to their 
individual person.

However, as has been the case in other areas of technology 
and commerce, tools designed for legitimate use can be turned 
to criminal purposes and therefore draw the attention of law 
enforcement agencies. In the years since Tor’s creation, it has 
become a means for a wide variety of actors to access the dark 
web (McCormick, 2013). Such actors include younger gang 
members in New York City, who access the dark web to obtain 
financial information and commit identity fraud in lieu of 
open-market drug sales (PERF, 2018). Although this might be 
a new area for law enforcement agencies, the technical know
ledge required to engage on the dark web is minimal, especially 
for individuals who have spent their formative years networked 
together by cell phones; social media; and open, public internet. 

The dark net is the 
portion of the internet 
that uses both encryption 
and anonymizing 
communication 
technologies, which are 
designed to promote 
anonymity and frustrate 
organized tracking efforts. 
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For the purposes of this report, the emphasis is on the illegal 
dark web commerce often connected to criminal investigations.

The online marketplaces that exist within the dark web 
are similar to eBay or Amazon. Often, they are websites that 
are accessible only using the Tor protocol. Payment is typically 
handled through the use of digital currencies (e.g., Bitcoin, 
Litecoin). In addition, there is often a reputation-tracking 
system where buyers can rate sellers and leave reviews, which is 
similar to the online marketplaces found on the public internet. 
In the early days of public internet use and online marketplaces 
such as eBay, dark web marketplaces offered escrow services 
that acted as a third-party intermediary between buyers and 
sellers. This allowed the seller to deposit their payment with the 
third party (either the marketplace or another escrow service) 
and release the funds only after the product was received. In 
the event of a dispute, the escrow service would evaluate the 
evidence and decide which party would receive payment (Afili-
poaie and Shortis, 2015).

As interactions and everyday transactions increasingly 
have moved online, criminal activities have followed. In 2015, 
researchers at Carnegie Mellon University estimated that dark 
net markets accounted for $100 million to $180 million per 
year in total sales volume (Soska and Christin, 2015; Green-
berg, 2015). By 2017, the researchers’ estimate had grown to 
roughly $219 million per year for only one site’s (AlphaBay’s) 
sales, indicating significant growth (“Police Ran 2nd . . . ,” 
2017). By one estimate, 57 percent of the websites on the dark 
web are designed to facilitate illicit activity (Moore and Rid, 
2016). This implies that 43 percent of the sites—and, poten-
tially, the other activities—might not be related to individuals 
who are interested in crime. Rather, such sites might be for 
individuals with a keen interest in having secure, private con-
versations and conducting private transactions, such as journal-
ists and political dissidents (Peralta, 2015). 

In 2016, RAND Europe researchers estimated that the 
three largest dark web marketplaces represented approximately 
65 percent of all cryptomarket listings (Kruithof et al., 2016). 
Researchers have found that the majority of dark web vendors 
typically sell relatively small retail quantities of narcotics and a 
smaller number engage in wholesale operations. The researchers 
at Carnegie Mellon University examined 35 markets and more 

than 1,900 snapshots of activity across multiple years, finding 
that about 70 percent of the sellers sold less than $1,000 worth 
of products, while only 2 percent sold more than $100,000 
worth (Soska and Christin, 2015; Greenberg, 2015). RAND 
Europe researchers found that a large majority of drug market 
transactions on cryptomarkets were for listings under $100; 
however, they also found that large sales approached one- 
quarter of overall cryptomarket drug revenue at specific points 
in 2013 and 2016, suggesting that the dark web might be a 
source for drug dealers buying stock for offline distribution 
(Kruithof et al., 2016). Sales of firearms on the dark web make 
up approximately 0.5 percent of the total listings, and research-
ers surmise that the limited scale of firearms transactions might 
make dark web firearms markets more viable for small groups 
as opposed to larger criminal organizations (Persi Paoli et al., 
2017). 

At the federal level, the Federal Bureau of Investigation’s 
(FBI’s) 2013 takedown of the Silk Road dark web marketplace 
is one of the best-known cases of police response to large-scale 
online illicit activity. More recently, a collaborative effort 
among the FBI, U.S. Immigration and Customs Enforce-
ment’s (ICE’s) Homeland Security Investigations (HSI), the 
U.S. Drug Enforcement Administration (DEA), the Dutch 
National Police, and Europol resulted in the closure of Alpha-
Bay and Hansa, two prominent dark web marketplaces that 
were responsible for hundreds of thousands of listings for 
illicit drugs, fraudulent documents, and other illegal materi-
als (Europol, 2017). These operations, which were called “the 
largest dark net marketplace takedown in history” by former 
U.S. Attorney General Jeff Sessions, involved long-term covert 
monitoring of criminal activities (quoted in “Police Ran 
2nd . . . ,” 2017). This led to the arrest of site administrators 
and the collection of both buyer and seller information, which 
was then passed on to local police (Europol, 2017). In January 
2018, Sessions announced the creation of the Joint Criminal 
Opioid Darknet Enforcement (J-CODE) team, which would 
assign more resources to combat dark web opioid sales through 
additional special agents, intelligence analysts, and other pro-
fessional staff (U.S. Department of Justice, 2018). In addition 
to such large-scale operations, state and local agencies have 
been involved in collaborative efforts to identify and apprehend 

As interactions and everyday transactions increasingly 
have moved online, criminal activities have followed. 
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individual sellers—including the arrest of “Peter the Great,” 
who was responsible for nearly 10,000 illicit drug transactions, 
in an investigation spearheaded by the Portland, Oregon, Police 
Bureau (PERF, 2018).

Dark web marketplaces are a new variant of the more-
traditional street-level black market drug sale operations that 
law enforcement agencies have been dealing with for years. 
From the perspectives of the buyer and seller, there are several 
advantages gained from moving their illicit transactions to the 
dark web. Buyers believe that they are much more likely to get 
a quality product because of the rating systems of the online 
marketplaces (Buxton and Bingham, 2015). Sellers believe that 
they are at less risk of being caught by law enforcement or that 
they do not have to deal with violent individuals on the street 
(Van Hout and Bingham, 2014). Of course, the marketplaces 
themselves often are targeted by law enforcement agencies. 
When law enforcement shuts down a dark web, it tends to 
create displacement, and new sites are made to fill the void. In 
many ways, this is similar to traditional gang or drug opera-
tions, especially when there is a true market force at play (i.e., 
demand for a service that is being provided). However, there 
are still benefits to these dark web shutdowns. First, access to 
the marketplace records allows for potential identification of 
major players in illegal activity. Also, a shutdown provides a 
degree of temporary relief as users scramble to change their 
activities, whether they desist using the marketplace out of fear 
of apprehension or slowly rebuild their reputation on another 
marketplace (thereby limiting the scale or scope of products 
being moved). This transition period allows law enforcement to 
monitor discussion forums for new intelligence on where users 
are migrating, what additional steps are being taken to main-

tain anonymity, and whether users understand the full scope of 
law enforcement’s reach.

Since 2017, the dark web has attracted more attention from 
state and local law enforcement agencies. For example, dur-
ing the October 2017 International Association of Chiefs of 
Police annual meeting, a large audience discussion and smaller 
panels were held to discuss the dark web and policing. Earlier, 
in August 2017, PERF held a meeting on the unique challenges 
of modern criminal investigations, particularly the challenges 
of illegal activities on the dark web. Discussions at this meet-
ing focused on current strategies used by state and local police 
departments to investigate dark web drug sales, the challenges 
in conducting these types of investigations, and the variety of 
issues agencies expect to face in keeping pace with illicit dark 
web activity in the coming years (PERF, 2018). 

When crime moves online, agencies need to be able to 
follow leads and conduct investigations seamlessly between the 
physical and digital worlds. This creates challenges for officers, 
who might not be trained to make the needed connections. 
Even recognizing when a more traditional crime, such as drug 
trafficking, is relying on dark web or related technologies can 
be difficult. Failing to recognize this connection risks missing 
investigative leads that could not only clear single cases but 
also disrupt larger-scale criminal enterprises. Although the use 
of the dark web to facilitate fentanyl sales has been a major 
gateway for U.S. law enforcement interest in these hidden 
marketplaces, given the current opioid epidemic, some agencies 
are warning of other potential illegal activities that are possible 
through the dark web, such as identity theft, weapon sales or 
blueprint distribution, hacking tools, and human trafficking 
(PERF, 2018). Preparing law enforcement to address these 
issues requires identifying the tools, training, and approaches 
needed and promoting their adoption across the country, fol-
lowed by rigorous research to validate approaches.

WORKSHOP DISCUSSION
To explore the needs of state and local law enforcement to 
address crime in the dark web and dark net space, RAND and 
PERF researchers convened a workshop of practitioners from 
federal, state, and local law enforcement supported by research-
ers with expertise in cybercrime. Through structured discus-
sion, the group identified (1) potential solutions to current 
problems encountered by law enforcement investigating this 
type of crime and opportunities to improve effectiveness going 

When crime moves online, 
agencies need to be 
able to follow leads and 
conduct investigations 
seamlessly between 
the physical and digital 
worlds. 
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forward; and (2) future needs, including tactics, techniques, 
new tools, and the difficulties that dark web investigations pres-
ent, while keeping in mind the citizenry’s rights to free speech, 
free association, privacy, and due process. The experts’ com-
mentary stems from years of experience and reflects the percep-
tions and challenges of conducting investigations with a dark 
web component, particularly because law enforcement at large 
is only beginning its exposure to this area. For example, one 
identified need was demystification and additional training; 
policing in the aggregate requires solutions, the panel members 
themselves did not feel mystified or inadequately trained. 

Solutions include research and development opportuni-
ties as they relate to U.S. law enforcement technologies. Needs 
also can include changes in policy, changes in practice, train-
ing, or further research that could improve law enforcement 
agency performance and promote more-effective use of existing 
resources. In this report, we summarize the workshop discus-
sions and present solutions along with the highest-priority 

needs identified, supplemented with additional research. 
Workshop participants highlighted some existing and emerging 
challenges in investigating leads on the dark web that could be 
addressed by future collaboration with the research community. 

In advance of the meeting, the panel members were asked 
to complete a questionnaire and identify the most-significant 
challenges in several areas. Their responses were used to inform 
the workshop agenda. A summary of the challenges and the 
most common responses is presented in Table 1. 

The workshop began with introductions and a description 
of the task at hand. Then, panel members were led through a 
discussion in which they considered the problems and chal-
lenges facing their agencies. The discussion was structured 
around the following seven themes: 

1.	top needs and challenges
2.	crime identification
3.	suspect identification
4.	evidence identification

Table 1. Top Challenges and Opportunities, by Category

Category Problem or Opportunity

Challenges in conducting 
investigations

•	 Among those charged with conducting investigations, there is limited literacy related to 
information technologies.
•	 There is little officer knowledge about the subject matter.
•	 Cross-jurisdictional coordination among investigators from law enforcement agencies 
is lacking (e.g., information sharing, intra-U.S. cooperation, international law enforcement 
cooperation).

Significant legal challenges •	 It is challenging to determine the jurisdiction when a crime is detected or suspected (e.g., 
Does the investigator have jurisdiction? Is the jurisdiction where the victim is located, where the 
suspect is located, or where the various servers and storage are located?).
•	 There are problems with evidence obtained by taking advantage of known weaknesses in 
software and installing exploit software on suspect computers. (This approach often is called 
“using network investigative techniques.”)

Significant technical challenges •	 Maintaining familiarity with existing and new tools and skills (including new software exploits) 
is difficult.

Significant civil rights challenges •	 It is difficult to clearly identify the suspect and avoid nonadmissible (and potentially illegal) 
mass surveillance techniques.
•	 Ensuring that warrants, searches, and other investigative techniques focus only on the suspect 
is a challenge.
•	 It is difficult to preserve the privacy of nonsuspects, especially in situations where a machine 
has been used by multiple individuals (e.g., relative, in a public library).

Potential opportunities •	 More cooperation is possible with service providers whose systems might contain valuable 
evidence (e.g., internet service providers, web hosting services, cloud service providers).
•	 More-thorough investigations of crimes that do not appear to have a connection to the dark 
web (e.g., drug overdoses) are possible.
•	 Patrol-level officer training could be created to identify digital artifactsa during more-traditional 
responses (e.g., domestic violence).

a Digital artifacts refers to items found in the physical world that might indicate connections to the digital world. Such artifacts include account names, email 
addresses, encryption keys, digital wallet addresses (e.g., Bitcoin), and associated key identifiers.
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5.	evidence preservation, access, and collection
6.	evidence quality and provenance
7.	evidence presentation.

At the conclusion of the workshop, participants had the 
opportunity to raise issues they thought had been missed in 
the course of the topical discussions. After examining the 
topics actually discussed during the workshop, we recatego-
rized the aforementioned themes into six overarching topics: 
general needs and challenges; technical needs and challenges; 
crime identification; suspect identification; evidence identifica-
tion, access, and preservation; and legal needs and challenges. 
Evidence quality and provenance and evidence presentation did 
not produce any significant discussion or needs and, as a result, 
were removed. New themes emerged with regard to working 
across jurisdictions and respecting civil rights. In the following 
sections, we summarize topics discussed at the workshop and 
include references to relevant literature to provide appropriate 
background information. 

General Needs and Challenges

Rapid Changes in Volume of Use
Because computer-enabled crimes in the United States are hard 
to track, estimates of rates of change or increases in computer-
enabled crimes are difficult to determine with high precision 
(Levi, 2017). However, the state and local participants at the 
workshop on dark web investigations noted sharp upticks in the 
number of crimes brought to their attention with a dark web 
component. For example, the FBI’s Internet Crime Complaint 
Center receives more than 800 complaints per day from people 
who believe they are victims of internet-enabled crimes, with 
total monetary losses estimated to be more than $1.4 billion in 
2016 (National Academies of Sciences, Engineering, and Medi-
cine, 2016). The FBI estimates that, for every crime reported 
to law enforcement, there are six internet-enabled crimes that 
go unreported (FBI Internet Crime Complaint Center, 2016, 
p. 3). In part because of the proliferation of marketplaces, some 

researchers have described the dark web ecosystem as “quite 
resilient to law enforcement take-downs,” indicating that dark 
web transactions might continue to present a problem for law 
enforcement agencies well into the future (Soska and Christin, 
2015, p. 46). 

The increase in illicit activity on the dark web is not lim-
ited to any particular crime; it is spread over a variety of crimes 
previously conducted through different forums, such as drug 
and arms dealing, human trafficking, child pornography, and 
fraud (TrendLabs, 2016). At a PERF conference in 2018, DEA 
officials noted a significant increase in narcotics cases involving 
the dark web in the past five to ten years in particular, while 
FBI representatives emphasized the increasing use of dark web 
marketplaces to purchase malware and launder money (PERF, 
2018). Participants noted an increase in peer-to-peer transac-
tions that did not need to be facilitated by such sites as the Silk 
Road or AlphaBay.

Obtaining accurate information on dark web activity is a 
necessary—but insufficient—condition for the evaluation of 
programs and approaches. Given the lack of definitive quantita-
tive data, law enforcement is expected to act without compre-
hensive information regarding what works and what is needed 
to address these dark web challenges. Although the workshop 
focused more on the needs side of this equation, participants 
did not diminish the role of rigorous research in further guid-
ing police response.

Globalization
Like all online transactions, the dark web allows for a broad 
marketplace that crosses the boundaries of local, state, national, 
and even international jurisdictions. According to the criminal 
investigators who participated in the workshop, the multijuris-
dictional structure of illicit dark net markets presents enormous 
investigatory challenges, even before a case reaches court. 
Although domestic cases spanning jurisdictions face issues 
associated with the ambiguity of authority, agency collabora-
tion, and conflicting laws or enforcement priorities, participants 

According to the criminal investigators who participated in 
the workshop, the multijurisdictional structure of illicit dark 
net markets presents enormous investigatory challenges, 
even before a case reaches court.
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noted that such challenges could multiply when expanded to 
the international stage. Preestablished lines of communication 
among various law enforcement agencies could be useful or 
even necessary to collect and store admissible evidence success-
fully across cities, states, and countries.

In the United States, cross-jurisdictional collaboration 
requires federal, state, and local partnerships. Internationally, 
ongoing dialogue among agency leaders determines investiga-
tion priorities, particularly with regard to evidence collection. 
Law enforcement agencies worldwide rely on Mutual Legal 
Assistance Treaties (MLATs), or agreements between two or 
more nations to share information related to criminal investiga-
tions in one another’s jurisdictions. However, there are limita-
tions to the current system for cross-jurisdictional cooperation; 
there might not be an MLAT between the country investigat-
ing a crime and the country where the evidence exists. In addi-
tion, the MLAT process can be slow, cumbersome, or unclear, 
especially for agencies at the local and state levels. The passage 
of the Clarifying Lawful Overseas Use of Data Act, (CLOUD 
Act) (U.S. House of Representatives, 2018) in the United States 
could lower barriers for law enforcement agencies seeking data 
stored in other countries because federal law enforcement has 
subpoena power over U.S.-based companies to obtain data, 
even if the company stores the data overseas. 

The cross-jurisdictional nature of dark web marketplaces 
requires law enforcement investigators to form relationships 
with colleagues across agencies. Even with the challenges 
related to information sharing, individual state and local law 
enforcement agencies can play a vital role. For example, one 
local case could be linked to thousands of other dark web trans-
actions. Participants noted that, if local agencies avoid dark 
web cases or are otherwise deterred from actively cooperating 
with federal or international agencies, dark web actors might be 
emboldened by the lack of enforcement to conduct more illicit 
business using the dark web.

The Need to Demystify the Dark Web for Law 
Enforcement
As noted by several workshop attendees, there is limited 
familiarity in many, if not most, state and local law enforce-
ment agencies regarding the dark web and how it is used to 
facilitate criminal activity. The relative lack of experience with 
investigatory techniques for dark web–related crimes can make 
it difficult to build a solid criminal case. Participants expressed 
concerns about exposing themselves and their departments to 

retaliation by malicious dark web users and hackers when using 
government resources to access dark web marketplaces.

In response to this phenomenon, many workshop attend-
ees stressed the need to demystify basic aspects of dark web 
investigations for officers or agency leaders who are unfamiliar 
with the dark web. To do so, trainers might find it helpful to 
emphasize the similarities between investigations involving 
the dark web and traditional investigatory methods (e.g., plain 
old police work). Such training could involve using familiar 
techniques for dark web investigations, especially those that are 
used to preserve digital evidence.

Command Buy-In for Additional Training
Workshop attendees emphasized the need to generate enthu-
siasm at the command level in police agencies to introduce 
new training programs and ultimately conduct successful dark 
web investigations. This might be particularly challenging for 
dark web investigations because familiarity or experience with 
new technologies is likely to be concentrated among younger 
officers. Therefore, tenured officers might be less inclined to 
develop an entirely new skill set. Reluctance among command 
officers might be further compounded by the fact that several 
dark web crimes involving fraud are not Uniform Crime Report 
Part I offenses (FBI, undated a) and often are less involved 
in accountability measures at the command level. Without 
command-level buy-in, funding and training time might not be 
made available.

Workshop participants discussed prior success at gen-
erating command buy-in by emphasizing the underlying 
similarities between dark web investigations and traditional 
investigations—although dark web investigations might require 
additional know-how about digital evidence and online access, 
the fundamentals are not substantially different from non–dark 
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web investigations. Obtaining tangible evidence through sei-
zures from drug market investigations could encourage agency 
leaders to make additional training investments.

Training
Workshop participants noted that there are different train-
ing priorities for patrol units and for the more specialized 
units responsible for conducting in-depth investigations. For 
most officers, courses designed to develop a basic familiarity 
with digital evidence collection at a scene could be necessary. 
As with other technical training programs for line officers, 
workshop participants stressed the need to employ trainers with 
previous law enforcement experience. Typically, such trainers 
are better able to communicate technical concepts in ways that 
are useful and applicable to officers on patrol. Once subject-
matter experts are identified, training should address the basic 
process of dark web transactions, such as how the dark web is 
accessed through Tor, how buyers and sellers communicate and 
exchange currency, and how goods and services are delivered. 
Basic awareness is sufficient for responding officers and can aid 
in recognizing and identifying relevant evidence during a pre-
liminary investigation. Information, such as login credentials 
or other potentially useful artifacts, can be identified, collected, 
and cataloged after suspects have been apprehended.

Workshop participants emphasized that case studies, one-
page documents, checklists, and other brief primers could be 
useful resources for responding officers to help them identify 
and collect evidence associated with dark web crimes. These 
materials also could be adapted for prosecutors and the judi-
ciary to improve the level of knowledge among criminal justice 
practitioners. This information ultimately could help manage 
expectations from such investigations (e.g., of attorneys, judges, 
or even juries).

Participants noted the need for more in-depth knowledge 
of evidence collection for specialized units. These units require 

more-targeted training efforts that expand on evidence preser-
vation to include advanced training on techniques frequently 
used by dark web actors. Among the courses that might be 
needed, workshop attendees highlighted training in the use of 
software exploits (i.e., network investigative techniques) and in 
conducting online undercover work tailored to dark web envi-
ronments (American Civil Liberties Union, Electronic Frontier 
Foundation, and the National Association of Criminal Defense 
Lawyers, 2017).

For all types of training, workshop attendees noted a lack 
of qualified, available subject-matter experts, especially in less 
populous parts of the country. Given the substantial demand 
for these training programs, existing experts likely lack the 
capacity to serve all agencies, which has resulted in some agen-
cies developing their own programs. Participants suggested that 
one way to support the development of a market of qualified 
trainers would be for state governments to require a certain 
number of hours dedicated to dark web investigations as part of 
state police curricula. In the meantime, workshop participants 
stressed the need to disseminate success stories across agencies 
so that departments are encouraged to pursue available train-
ing.

Although training opportunities exist on the federal 
level—some of which are taught or advised by our panelists—
the discussion focused on expanding training. Much of the 
available training emphasizes digital evidence broadly, often 
with an eye toward cell phones, given their current ubiquity 
(see Goodison, Davis, and Jackson, 2015). Still, some major 
dark web–related training is available (for example, through 
the National White Collar Crime Center). However, the panel 
members’ comments suggest that there is a potential disconnect 
between practitioners and training, in large part because agen-
cies are slowly realizing the potential importance of investigat-
ing the dark web.

Workshop participants emphasized that case studies, one-
page documents, checklists, and other brief primers could 
be useful resources for responding officers to help them 
identify and collect evidence associated with dark web 
crimes. 
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Technical Needs and Challenges

Anonymity and Access
A significant challenge for law enforcement is the anonymity 
that the dark web offers (Martin, 2014). Because identities are 
difficult to determine on the dark web, “buyers and vendors 
can use cryptomarkets to interact instantly, directly, freely and 
safely, without requiring any form of introduction or ‘vetting’” 
(Persi Paoli et al., 2017, p. 69). These marketplaces often resem-
ble “clear web” marketplaces—such as eBay or Amazon—in 
form and function. However, these sites are differentiated by 
the strategies used by participants to conceal their identities 
(Aldridge and Décary-Hétu, 2016). In addition to providing 
anonymity, the dark web can be accessed by a broad variety of 
users with relative ease, providing vendors with instant access 
to global audiences (Finklea, 2017). Basic internet literacy, a 
computer, and access to the internet is enough for any suffi-
ciently motivated individual to begin supplying or purchasing 
illicit goods via the dark web.

Through a combination of existing technologies, the dark 
web provides users with a high degree of anonymity to engage 
in the transaction of illicit goods while evading detection by 
law enforcement. This is achieved through the use of such 
networks as Tor or the I2P, which encrypt a user’s identity 
and shield illicit online activity from surveillance. Tor users, 
for example, maintain near anonymity by routing their traffic 
through a series of computers, or “nodes,” around the globe, 
making it nearly impossible to trace their activity or identify 
their IP addresses. Network traffic is encrypted and passed 
through at least three nodes before it reaches its final destina-
tion. When the traffic exits the final node, it is mixed with 
other traffic, which both disperses and disguises the requests 
made by any single individual (Finklea, 2017).

Users also achieve a level of anonymity by using crypto-
currencies, such as Bitcoin, Litecoin, or Monero (Persi Paoli 
et al., 2017). Cryptocurrencies enable mostly anonymous, 
peer-to-peer transactions. All Bitcoin transactions, for example, 
are recorded in an online public ledger, referred to as the 
blockchain, but the identifying characteristics of participants 
involved in each transaction are not recorded. Furthermore, the 
large number of legitimate cryptocurrency users, especially for 
Bitcoin (Martin, 2014), increases the difficulty for law enforce-
ment agencies in identifying and policing the trade of illicit 
goods and services (Persi Paoli et al., 2017). 

Even if users choose to use their real names and mailing 
addresses when conducting transactions on the dark web, that 
information also typically is shielded from law enforcement 

by the default level of encryption that is provided to network 
traffic. Even when law enforcement successfully apprehends a 
buyer, it might be difficult or even impossible to obtain infor-
mation about the seller if further identity-concealing measures 
are taken (Persi Paoli et al., 2017). However, when an entire 
market is compromised through a law enforcement seizure, 
both buyers’ and sellers’ information can be deanonymized. In 
response, users increasingly are employing additional strategies 
to protect their information while communicating and trans-
acting on the dark web. Popular software, such as Pretty Good 
Privacy (PGP), enables encrypted communications between 
buyers and sellers above and beyond what is offered by the 
markets.

Workshop participants also discussed the challenge of 
interdicting illegal dark web purchases shipped through tradi-
tional postal systems. The sheer number of parcels processed on 
a daily basis, which is estimated at more than 500 million (U.S. 
Postal Service, undated), presents an enormous difficulty for 
law enforcement officers attempting to identify and intercept 
the relatively small number of packages that contain illicit items 
(Shesgreen, 2017). Also, because buyers of illicit drugs typically 
purchase small quantities, the drugs are concealed in otherwise 
inconspicuous envelopes (Martin, 2014). Another obstacle often 
exploited by vendors is that law enforcement requires a warrant 
to seize packages from the U.S. Postal Service, which makes it 
a popular option for shipping illicit goods. Private companies 
(e.g., UPS, FedEx), do not offer the same level of protection 
and can be avoided easily. After items are shipped, both buyers 
and sellers can continue to evade law enforcement by rotating 
delivery points, shipping packages to alternative addresses, or 
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concealing illicit goods within consumer goods (Persi Paoli 
et al., 2017). 

Crime Identification
Prior to conducting in-depth investigations, responding officers 
need to have a general awareness of the wide scope of illicit 
transactions that can be facilitated through the dark web. As 
discussed by workshop participants, state and local agencies are 
receiving reports of drug trafficking, arms sales, distribution of 
child pornography, ransomware, identity theft, and other illicit 
goods and services in their specific jurisdictions. Also, multiple 
workshop participants noted that local gangs have begun to use 
stolen identities from the dark web to open up fraudulent lines 
of credit to further fund their activities.

Workshop participants discussed the potential value of 
creating state task forces dedicated to dark web investigations, 
which ultimately would share information about ongoing 
crimes and identify links across jurisdictions. By building an 
information-sharing network similar to the High Intensity 
Drug Trafficking Area (HIDTA) program (DEA, undated), 
agencies could connect the dots in ongoing cases and more 
easily institutionalize relationships across local, state, and 
federal authorities. When a handful of arrests can be connected 
to thousands of transactions in an area, cooperation between 
agencies is crucial to maintaining efficient enforcement. Also 
discussed were issues related to operational deconfliction and 
systems to share both information and criminal intelligence 
related to dark web investigations in a manner similar to that 
used by the National Crime Information Center (NCIC) (FBI, 
undated b). Participants cited an ongoing need for guidance 
from federal partners on how to navigate privacy concerns 
when gathering information to identify crimes in progress.

Suspect Identification
Workshop participants noted that the methods used to identify 
suspects largely rely on traditional techniques to which most offi-
cers already are accustomed. By leaning on the common language 
and activities involved in what workshop participants described as 
“good old police work” and by incorporating basic knowledge of 
how dark web transactions take place into existing investigatory 
frameworks, officers can identify suspects involved in dark web 
transactions. Data sources available to law enforcement include 
email, social media, and other online engagement, which can be 
useful for investigators seeking to generate leads.

Workshop participants noted that initial investigators 
responding to a scene need to be cognizant of useful items, 
such as login credentials or other identifying information, 
that might help prosecutors link suspects to specific dark web 
transactions. This was the key for Portland Oregon police 
in the “Peter the Great” investigation, where they ultimately 
apprehended a vendor implicated in thousands of illicit drug 
sales via AlphaBay (PERF, 2018). Training investigators to look 
for certain applications on phones, PGP Keys, and usage of 
cryptocurrency might better prepare officers to identify useful 
evidence. However, agencies should be aware that the time and 
staff resources currently required to comb through massive 
amounts of digital data could present a challenge to budgets for 
larger or more-frequent investigations.

As in other types of investigations, workshop participants 
stressed that assembling the investigatory puzzle sometimes 
becomes easier when suspects use lax security protocols or make 
other mistakes. However, given that encryption and anonym-
ity are what dark web users often are looking for, and given 
that there is a general lack of police training and experience 
with conducting dark web investigations, such mistakes by 
suspects might not be readily identifiable by investigators who 
are unfamiliar with the technologies involved. Furthermore, 
investigators who are less familiar with anonymity measures 
prior to engaging with buyers and sellers on the dark web 
might unwittingly expose their own identities to suspects under 
investigation.

Evidence Identification, Access, and 
Preservation
Digital evidence collection and preservation present several 
challenges beyond general concerns about crime scene con-
tamination. There are challenges with forensically acquiring 
the relevant technical data about network activities and turning 
those data into clear and compelling evidence that is under-
standable by the general public (i.e., nontechnical audiences). 
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Such challenges include dealing with increasing quantities of 
data; inscrutable data formats; and cross-jurisdictional coordi-
nation, both among agencies in the United States and agencies 
in different countries (Goodison, Davis, and Jackson, 2015; 
Vermeer, Woods, and Jackson, 2018). Workshop participants 
stressed that, in addition to the technical difficulties related 
to processing digital evidence, inconsistent policies and pro-
tocols for data collection and retention could hinder evidence 
handling across agencies, leaving law enforcement officers 
unclear on what information they can collect and how long 
such information can be held. Workshop participants described 
being constrained by uncooperative technology companies 
that are unable or unwilling to provide user data. Workshop 
participants also described using multiple methods to confirm 
evidence in dark web cases to establish culpability.

Like all evidence, digital evidence collected in dark web 
investigations should be obtained using acceptable forensic 
methods. Participants noted the importance of acquiring live 
computers, meaning computers currently engaged on the dark 
web rather than computers that have been disconnected or 
shut down. Obtaining live machines is important for accessing 
information before suspects have the opportunity to conceal, 
obscure, or delete incriminating data. Additionally, captur-
ing data requires careful attention from qualified personnel to 
avoid contaminating or losing data that often can be volatile 
or temporary. As discussed earlier, investigators on the scene 
also should be trained to look for specific dark web browsing or 
Virtual Private Network (VPN) applications on phones, PGP 
Keys, and indications of cryptocurrency transactions.

Challenges related to the availability and duration of 
evidence also present difficulties for investigators. Unlike the 
surface web’s Wayback Machine (Wayback Machine, undated), 
there is not a free-access archive for historical content on the 
dark web. Therefore, investigators need to document the list-
ings that might be useful as evidence so that they can be used 

as admissible, compelling evidence later on. Workshop partici-
pants noted that absent new developments, prior court prec-
edents have not definitively established the types of evidence 
agencies can collect or determined how long such evidence 
can be held. Participants described instances in which private 
industry contacts were able to keep similar information on indi-
viduals for longer than law enforcement policies typically allow. 
For example, participants noted that law enforcement agencies 
typically are constrained in terms of how long they are allowed 
to retain license plate information. However, private companies 
can store this information indefinitely and even sell it back to 
the law enforcement agency that might have been required to 
destroy it.

Participants also highlighted downstream concerns regard-
ing the presentation of digital evidence in court. If undercover 
investigators on the dark web appear to violate laws while 
attempting to establish and build their online reputations, 
juries that are presented with this information might have an 
unfavorable view of evidence obtained in this manner. Network 
investigative techniques also might be considered invasive or 
cause juries to question whether investigators obtained probable 
cause, further complicating the likelihood of conviction. Work-
shop attendees noted the importance of communication across 
the criminal justice sectors, if only to manage expectations for 
what evidence can be provided and how as part of investiga-
tions with dark web components.

Resource Allocation
Aside from the costs necessary to devote personnel to dark web 
investigations, agencies also must consider the resources needed 
to hire and support qualified individuals who can efficiently 
investigate such cases. Multiple workshop participants noted 
that pooling resources within task forces in a model similar 
to HIDTA might be a prudent response. However, reliance 
on state forensic evidence labs or subcontractors might not be 

If undercover investigators on the dark web appear to 
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sufficient in today’s environment. Participants noted that state 
labs often are backlogged with thousands of requests and that 
subcontractors do not address the issue of having investiga-
tors and prosecutors who can explain complicated evidence in 
court. Without a clear explanation of dark web evidence, agen-
cies might risk having judges or juries deem digital evidence 
“junk science.”

Participants highlighted that most small-town depart-
ments likely would not have the resources to devote an officer 
to digital-evidence collection or even to assign an officer to a 
task force, let alone the resources for dark web investigations. 
However, these same agencies might benefit from the “trickle 
down” of information gained from investigations outside the 
department or from identifying and developing personnel with 
existing cyber skills. Several participants described actively 
recruiting potential hires with technical expertise and even 
reevaluating previous hiring and recruitment rules to consider 
hires from nontraditional backgrounds. Others described 
more-active pushes for grants to buy equipment or hire new 
personnel with an eye toward addressing the current opioid 
crisis in a dark web setting. Even with an increased emphasis on 
recruiting and retaining staff with valuable skill sets, attendees 
estimated that law enforcement agencies might not be able to 
offer salaries and benefits that can compete with those available 
in the private sector.

Adaptation and Fluctuation
Although law enforcement successfully shuttered several popu-
lar cryptomarkets, dark web users can adapt in novel ways or 
establish new illicit marketplaces with relative ease. For exam-

ple, workshop participants noted that after the law enforcement 
shutdown of Silk Road 1, participants quickly moved to other 
cryptomarkets, such as Agora, Cloud-Nine, Evolution, Hydra, 
Sheep, and Silk Road 2. Additionally, cryptomarkets are highly 
dynamic in their own right. Attendees noted that such markets 
might open and close without fanfare or warning, regardless of 
law enforcement intervention.

Another problem is that law enforcement activity, when 
detected, might prompt reactive measures and countersurveil-
lance (Buxton and Bingham, 2015). For example, dark web 
users can adopt more-advanced security measures on existing 
sites. To avoid detection, vendors can move away from crypto
markets and sell exclusively in peer-to-peer vendor shops (Persi 
Paoli et al., 2017). According to workshop attendees familiar 
with conducting dark web investigations, information about 
how to avoid detection by law enforcement is exchanged rou-
tinely, not only on the dark web forums but also on popular 
websites on the clear web, such as Reddit. Real-time informa-
tion exchange, in effect, “facilitates real-time responses to 
developments in law enforcement” (Martin, 2014, p. 359). 

Once investigative methods reach the public domain, 
criminals using the dark web have ample opportunity to 
change their own methods accordingly. Investigators should 
maintain awareness that, when their methods are presented 
in an open court, criminals quickly obtain and disseminate 
information about the methods employed. Once court fil-
ings are posted online, there is no way to limit who has access 
to past investigatory methods. Workshop participants noted 
that parallel construction—a practice used by investigators to 
limit potentially secret or sensitive methods from being part 
of public court documents—typically is not sufficient to limit 
what criminals can learn about investigators’ methods from the 
public record.

Legal Needs and Challenges

The Multijurisdictional Nature of Crime
Dark web investigations are subject to many of the same issues 
that affect other criminal investigations in which computers are 
involved, especially with regard to digital-evidence collection 
from cloud service providers (Vermeer, Woods, and Jackson, 
2018). For example, vendors in Australia simultaneously can 
sell to buyers in various countries in Europe and in several 
communities across the United States. Responsibility for illegal 
activity might cut across not only local and state law enforce-
ment agencies but also various agencies at the federal level and 
law enforcement agencies across the globe. Workshop attend-
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ees highlighted the importance of multiagency partnerships, 
such as those employed in the Silk Road, AlphaBay/Hansa, 
and “Peter the Great” cases, in developing leads and gathering 
evidence. Moreover, partnerships require coordination across a 
variety of stakeholders, which might add layers of investigative 
difficulty because of competing priorities, obligations, policies, 
and laws.

Entrapment
Entrapment is a concern whenever law enforcement officers 
engage in covert, undercover activity during investigations. 
The nature of dark web transactions and the nascence of such 
investigations could lead to additional challenges related to 
entrapment. Because they are anonymous forums, crypto-
markets thrive on the ability of buyers and sellers to build a 
reputation. Once a sale is complete, users can rate one another 
and leave feedback on various aspects of the process, such as the 
quality of the packaging, speed of delivery, and ease of money 
exchange, which is displayed publicly in the marketplace. 
Buyers and sellers build their reputations over time through 
many transactions, which establishes their legitimacy in the 
otherwise anonymous marketplace. This creates a challenge for 
law enforcement officers: They cannot enter a cryptomarket and 
begin buying or selling high-profile items without first demon-
strating their trustworthiness. Participants discussed how law 
enforcement could take over an arrestee’s marketplace account, 
assuming the arrestee’s identity and using the established repu-
tation as a gateway to lure more-significant criminals.

Some participants expressed concerns regarding the 
potential scope of law enforcement operations on the dark web. 
As seen in the AlphaBay/Hamsa case, law enforcement was 
able to take over a marketplace as a tactic in an investigation. 
Although no legal challenges have been brought against law 
enforcement regarding these tactics, the continued operation 
of an illegal marketplace exposes law enforcement to the risk of 
entrapping otherwise innocent individuals, especially if some of 
the individual marketplace users also are government agents.

WORKSHOP PRIORITIZATION

Identification and Prioritization of Problems 
and Opportunities
During the discussions, the panel members identified 40 indi-
vidual problems or opportunities. As each problem or oppor-
tunity was identified, panelists were asked to identify poten-
tial solutions or needs. As a result, the panelists identified 
46 potential solutions, or needs, that they felt could benefit 
from additional investment in research and development (some 
problems were associated with multiple solutions or needs). 
In this context, research and development (R&D) should be 
interpreted as broadly as possible. It should not be construed to 
refer merely to the development of hardware or software; rather, 
it also should refer to training curricula, new policies, and best 
practices.

To prioritize the problems and opportunities and cor-
responding needs, we relied on the Delphi Method, using 
techniques similar to those employed in earlier Priority 
Criminal Justice Needs Initiative expert panel reports (RAND 
Corporation, undated a; Jackson et al., 2016). Toward the end 
of the workshop, panelists were presented with a complete list 
of needs that they generated and asked to assign two scores to 
each pair. The scores were on a 1–9 scale where 9 was the high-
est score. First, the panel members were asked to estimate the 
potential impact solving the problem or taking advantage of the 
opportunity could have and, ultimately, the impact to the law 
enforcement mission as a whole. Next, the panelists were asked 
to estimate the likelihood of success of solving the problem 
or taking advantage of the opportunity. The panel members’ 
individual estimates and comments were consolidated and 
presented to the group for additional discussion. The panel-
ists were then given a chance to adjust their selections based 
on the discussion in the room. This second round of selections 
also was consolidated and ultimately separated into three tiers 
(high, moderate, and low priority). For a complete discussion of 
the methodology we employed, see the Technical Appendix at 
the end of this report.

Because they are anonymous forums, cryptomarkets thrive 
on the ability of buyers and sellers to build a reputation.
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We have divided the 46 needs into the following four 
categories: 

1.	training (14 needs)
2.	organizational cooperation and information sharing 

(14 needs)
3.	development of tools (7 needs)
4.	other (11 needs).

Across the board, the majority of the highest-priority 
problems or opportunities and their associated solutions or 
needs were focused on developing training, checklists, and 

cheat sheets that would help officers and investigators improve 
their recognition of criminal situations and artifacts where dark 
web technologies played a role. In Table 2, we list the problems 
and opportunities associated with training and their related 
needs. Of the 14 needs in this category, 12 were top-tier (i.e., 
high-priority) needs and two were second-tier (i.e., moderate-
priority) needs. None of the training needs fell into the third 
tier. This indicates the panel members’ strong preference for 
investing in training and their high confidence that this prob-
lem can be addressed with additional training.

Table 2. Needs Identified Related to Training

Tier Problem or Opportunity Associated Need

1 Handwritten codes or other small digital artifacts (e.g., Bitcoin 
wallet IDs, PGP keys, dark web addresses) often are the key 
to finding a larger cache of evidence that is hidden away in a 
computer or on the dark web. 

•	 Develop training for both junior and senior officers that 
shows them how to recognize digital artifacts that could 
be beneficial to investigations.

Law enforcement officers are not being trained to recognize 
when there are relevant digital artifacts that might be useful in an 
investigation.

•	 Develop basic training that examines previous cases, 
how the dark web fits into those cases, and how those 
cases were solved.

The investigative puzzle is getting more difficult to assemble with 
the types of evidence found in dark web investigations.

•	 Develop checklists and training (e.g., continuous 
learning) that are intended to keep officer skills up to date 
so that they can effectively organize the pieces of the 
puzzle.

Authentication of anonymized digital evidence can be difficult. •	 Create a “cheat sheet” for how to preserve digital 
evidence.

There is an inherent officer bias toward preparing to collect and 
manage physical artifacts rather than digital artifacts.

•	 Develop training for both junior and senior officers 
that shows them how digital artifacts are beneficial to 
traditional investigations.

Officers do not have sufficient training to ensure that they are 
familiar with digital evidence and artifacts.

•	 Develop training standards that include the minimum 
number of hours for each curriculum.

Existing multipage publications are too long to make an impact 
and be consumed by the average officer.

•	 Ensure that longer publications are accompanied by 
shorter publications that include easily digestible key facts 
and information (e.g., laminated sheets that can be hung 
on a wall, one-pagers).

There is a lack of understanding about how digital evidence 
artifacts can be managed and accounted for in a way that is very 
similar to how physical evidence is managed.

•	 Develop model policies that can be used to manage 
and account for digital artifacts.

Deconfliction of ongoing investigations is difficult to accomplish 
(e.g., blue-on-blue).

•	 Develop a training curriculum that teaches law 
enforcement officers about which digital artifacts are most 
useful for deconfliction.

Law enforcement agencies generally are unaware of the scope 
and breadth of crimes that are currently being facilitated with the 
dark web (e.g., narcotics, child exploitation, human trafficking, 
retail theft, murder for hire, credit card theft, identity theft, human 
organ theft, hacking equipment, and such destructive information 
as that contained in The Anarchist’s Cookbook).

•	 Develop easy-to-consume guides that can be posted 
on a bulletin board that contain things to look for (e.g., 
symptoms).
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Another large group of the highest-priority needs identi-
fied by the participants fell into the organizational cooperation 
and information-sharing category (see Table 3). This makes 
sense because of the cross-jurisdictional nature of most crimes 
that rely on the dark web. Panelists reported that significant 
value was likely to result from strengthening the structures 
used to share operational information and lessons learned and 

from developing new structures. For the most part, the top-tier 
problems and opportunities were related to information sharing 
and the second-tier needs were related to systems of coordina-
tion and deconfliction. In this category, most of the needs fell 
into Tier 1 or Tier 2, with only two of the problems landing in 
the lowest tier. Interestingly, the issues that fell into the lowest 
category had to do with encryption, likely indicating that pan-

Tier Problem or Opportunity Associated Need

It often is difficult for judges, defense attorneys, and juries to 
understand digital evidence that is extremely technical in nature.

•	 Develop high-quality, easy-to-understand, expert-
endorsed videos (that are available to the public) that can 
be shown in a courtroom to explain the technical details 
in a way that can be easily understood by individuals 
without a technical background.

The collection of evidence for dark web–related cases might 
require additional care and handling and additional training for 
investigators. 

•	 Assess the content of existing trainings to look for gaps 
and recommend modifications or the creation of additional 
training.

2 Because of the encryption and data-cleaning protocols that are 
standard on the dark web, it is critical to ensure that investigators 
attempt to capture the contents of a live machine’s RAM.

•	 Ensure that investigators are aware of the additional 
evidentiary value of the contents of a machine’s RAM 
(especially for dark web cases).

The number of officers with technical skills is insufficient. •	 Explore and highlight best practices for the direct hire 
of individuals with highly valued technical skills. 

Table 2—Continued

Table 3. Needs Identified Related to Organizational Cooperation and Information Sharing

Tier Problem or Opportunity Associated Need

1 A large number of deaths related to opioid overdoses can be 
linked to dark web transactions (and distribution methods).

•	 Quickly collect and disseminate the lessons that have 
been learned by task forces that have worked these cases 
and disseminate them to other task forces that have not yet 
been pursuing dark net cases (e.g., case presentation video).

Existing, successful, and cooperative models for cross-
jurisdiction, cross-agency investigations that have the potential 
to make a significant impact are not well known.

•	 Explore the potential costs, risks, and benefits of 
extending a HIDTA model to a larger number of jurisdictions 
for addressing potential problems.

Cross-jurisdictional relationships and cooperation are essential 
to being effective when conducting investigations.

•	 Identify and highlight existing best practices (e.g., case 
studies) that are designed to improve cross-jurisdictional 
relationships (e.g., information-sharing meetings).

External funding (e.g., Organized Crime Drug Enforcement 
Task Force), when available quickly, has the potential to greatly 
improve the effectiveness of existing task forces.

•	 Conduct research into the potential positive impacts of 
increasing the pace of the funding process.

Information collected at the patrol level often does not get 
added to intelligence databases, where it could be more useful.

•	 Conduct research on the benefits that result from 
collecting and sharing field-level (e.g., patrol) information in 
a way that is useful to law enforcement intelligence.

2 It is technically difficult to extract digital evidence from 
devices; interpreting such evidence is much easier (many more 
investigators can accomplish that). 

•	 Identify and highlight the effect of digital evidence 
backlogs on national problems, such as drug overdose cases 
(similar to what was done for DNA and rape kits).

A large number of deaths related to opioid overdoses can be 
linked to dark web transactions (and distribution methods).

•	 Encourage U.S. Department of Justice leadership to ask 
existing task forces with drug-focused funding (e.g., DEA, 
FBI, HIDTA) to focus a portion of their resources on dark web 
transactions.
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elists felt that there was a low likelihood of success on endeavors 
related to bypassing or cracking encryption protocols.

In Table 4, we list the set of problems and opportuni-
ties that fit into the more traditional notion of research and 
development. Many of these needs are centered on the devel-
opment of standards for existing tools or conducting research 
into developing new tools or systems that would automate or 
simplify some of the more tedious and time-consuming aspects 
of an investigator’s job. Most of these needs fell into Tier 2, 
with one need—developing standards for forensic tools— 
landing in the top category. 

The final category of problems and opportunities is for 
those needs that did not fit neatly into one of the previous three 
categories (see Table 5). Two of these were in the first-priority 
tier. The first concerns conducting research into moderniz-
ing the laws surrounding law enforcement’s ability to search 
mail and packages. The second concerns conducting research 
into the impacts of one class of crime—online or offline—on 
crime in other domains, such as transnational, federal, or local 
crime, with an eye toward informing law enforcement leader-
ship about the impacts of focusing resources on certain types 
of difficult-to-solve local crimes, especially if those crimes have 
larger (i.e., federal or transnational) linkages. 

Tier Problem or Opportunity Associated Need

The rate of change with respect to tactics and techniques for 
successful evidence collection is constantly changing.

•	 Develop an information system to continuously collect and 
disseminate successes with respect to evidence collection 
and preservation.

Local law enforcement agencies are perfectly positioned to 
understand the baseline of what is normal in their jurisdictions. 

•	 Local law enforcement needs better ways to check 
whether anomalous activity is connected to a larger network 
of activity that might already be under investigation.

Deconfliction of ongoing investigations is difficult to accomplish 
(e.g., blue-on-blue).

•	 Work with owners and managers of existing deconfliction 
systems to ensure that they handle digital artifacts 
appropriately (e.g., Bitcoin addresses, email addresses).

When small agencies run across digital artifacts, they often turn 
to state labs to run an analysis. Those results could be relevant 
to an ongoing task force investigation, but that connection is not 
happening very efficiently.

•	 An NCIC is needed for deconfliction and criminal 
intelligence.

The international nature of transactions on the dark web adds 
complications because laws and rules differ greatly. 

•	 Conduct outreach and marketing targeted at state and 
local investigators to help them understand what options are 
available to them for requesting overseas information.

3 It can be difficult to gain access to potential evidence that is 
encrypted.

•	 Explore the viability of public-private partnerships that 
can be leveraged to improve access to potential evidence 
that is commercially encrypted by default (e.g., off-the-shelf 
encryption on operating systems such as Windows, MacOS, 
Linux, iOS, and Android).
•	 Explore the viability of cooperative information-
sharing techniques (e.g., multisignature authentication) for 
unencrypting potential evidence.

Table 3—Continued
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Table 5. Needs Identified Related to Other Problems and Opportunities

Tier Problem or Opportunity Associated Need

1 The laws governing package carriers’ ability to conduct 
searches on suspicious packages are very old.

•	 Conduct research into the gaps and shortcomings of current 
laws related to searching packages.

Modern crimes that have a network or internet component 
require a broader mindset of cooperation among federal, 
state, and local law enforcement entities than was required 
to be successful historically.

•	 Conduct research that is designed to help law enforcement 
leadership better understand how local crimes are tied to larger 
problems.

2 The use of cryptocurrencies for criminal activity 
significantly complicates investigations.

•	 Explore the costs, risks, and benefits of spending additional 
resources monitoring currency exchange companies that are not 
currently in compliance.

How the dark web and its perception of perfect anonymity 
is affecting the demographics of offenders is unknown.

•	 Conduct research into the effects of new technologies on 
individual willingness to engage in criminal transactions.

Dark web initiatives often will require additional financial 
resources.

•	 The scope and depth of the problem needs to be 
communicated clearly to policymakers, especially those who 
allocate budgets.

The international nature of transactions on the dark web 
adds complications because laws and rules differ greatly.

•	 Work with MLAT program managers to encourage better 
service, including international dialog and round-the-clock 
communication and service.
•	 Develop protocols for coordination and harmonization issues 
that are not covered by MLAT.

There are differing standards for collecting and retaining 
information, depending on the information’s purpose (e.g., 
national security, law enforcement, commercial).

•	 Conduct research to assess the privacy and operational 
impacts of retention lengths for different types of investigations 
and different types of data.

Table 4. Needs Identified Related to Tool Development

Tier Problem or Opportunity Associated Need

1 Because of the encryption and other anonymity measures 
built into dark web software, it is important to ensure that the 
tools, processes, and procedures used to capture evidence 
remain the best available (e.g., forensic network information, 
computer screenshots). 

•	 Encourage standards development bodies (e.g., National 
Institute of Standards and Technology Forensic Tool Testing 
group) to assess the newest procedures and develop standards 
for these newer processes.

2 The investigative puzzle is getting more difficult to assemble 
with the types of evidence found in dark web investigations.

•	 Identify (or develop) automated investigatory tools that are 
helpful for organizing the pieces of the investigation.

Potential criminal marketplace servers increasingly are 
hardened against traditional investigative techniques, thus 
increasing the cost to conduct the investigation.

•	 Conduct research into the types of hardening that are being 
used and identify the most-appropriate responses for law 
enforcement.

Handwritten codes or other small digital artifacts (e.g., 
Bitcoin wallet IDs, PGP keys, dark web addresses) often are 
the key to finding a larger cache of evidence that is hidden 
away in a computer or on the dark web. 

•	 Develop a Google-like searchable repository that law 
enforcement can use to look up digital artifacts and obtain 
additional information on them.

It can be difficult to obtain evidentiary history for dark web–
related cases.

•	 Ensure that investigators are aware of the commercial 
services that are mirroring the content of public and dark web 
sites that can be used for evidentiary purposes.

More peer-to-peer communication is occurring among 
suspects (i.e., they are not relying on intervening servers to 
communicate). 

•	 Conduct research and development on potential investigative 
solutions, including identifying potential exploits and developing 
new tools.

3 It is very difficult to get agencies that are using different 
software systems to decide to cooperate and share 
information or use a common platform. 

•	 Ensure that existing standards and coordination bodies are 
aware of the unique requirements for dark web investigations.
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CONCLUSIONS
As global communications and commerce become increasingly 
interconnected, it is less challenging for criminals to conduct 
illicit activities across local, state, or international lines. Modern 
information technologies that obscure identities and the con-
tent of communications serve legitimate purposes for ensuring 
individual privacy, helping activists in repressive regimes, and 
facilitating the needs of U.S. agents working covertly. How-
ever, these same tools help criminals hide the evidence of their 
criminal activities and increase the level of difficulty for the 
typical investigator. As these new communication technologies 
place additional demands on investigators in terms of the levels 
of expertise and effort required to accomplish their missions, 
they could use additional resources and tools to efficiently 
accomplish the missions that they have sworn to pursue while 
remaining in compliance with both the spirit and the letter of 
U.S. laws and the U.S. Constitution. To support this mission, 
the members of the Priority Criminal Justice Needs Initiative 
dark web panel identified and prioritized several problems and 
opportunities that they felt would make a significant impact 
on the problems that law enforcement agencies face on a daily 
basis. Additionally, this work can assist in developing an action-
able research and development agenda that will enhance law 
enforcement’s ability to understand and investigate illicit activ-
ity on the dark web. At a high level, the recommendations that 
emerged from the workshop participants top challenges and 
needs are to 

•	 invest in training at all levels, from the most-junior to 
the most-senior officer. The junior levels need to know 
what to look for and the senior levels need to ensure that 
appropriate levels of training are included in the training 
curriculum

•	 invest in efforts aimed at improving information sharing 
across agencies, both within the United States and across 
international borders

•	 examine the benefits of further investing in established 
cross-organization structures that are designed to facilitate 
cooperation and information sharing

•	 encourage standards organizations to develop new testing 
standards for forensic tools that are employed to collect 
evidence on computers that have been running dark web 
software

•	 conduct research into modernizing laws associated with 
inspecting packages transmitted via the U.S. mail and 
similar services

•	 conduct research into the increasingly interconnected 
nature of crime and criminals to ensure that law enforce-
ment is able to focus on both the highly visible tip of the 
iceberg (i.e., traditional crime) and the less visible—but 
extremely important—portion of the iceberg (i.e., cyber-
crime) that has the potential to affect the health and 
welfare of populations both near and far.

Taken together, the high-priority needs identified across 
the areas explored during the workshop represent an agenda to 
better prepare law enforcement at all levels to address the chal-
lenge posed by cybercrime, both now and into the future.

TECHNICAL APPENDIX
In this appendix, we present additional detail on the panel 
process, needs identification, and prioritization carried out to 
develop the research agenda presented in the main report. The 
text in this section is based on that of other Priority Crimi-

Tier Problem or Opportunity Associated Need

3 Investigative methods are migrating into the public 
domain, which allows criminals to adapt their methods. 

•	 Develop best practices to monitor the law enforcement tactics 
and identifying information that is leaking into the public domain 
via social media, etc.

It is difficult to investigate crimes without running afoul of 
citizens’ privacy expectations.

•	 Conduct research into the level of privacy that citizens are 
willing to give away to buy more security.

It is becoming more common for investigators and 
arresting officers to be captured on video (sometimes 
with such identifiers as license plates and business cards), 
and that information quickly disseminates among criminal 
information networks.

•	 Develop best practices to monitor the law enforcement tactics 
and identifying information that is leaking into the public domain 
via social media, etc. 

Table 5—Continued
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nal Justice Needs Initiative reports (see RAND Corporation, 
undated b).

Pre-Workshop Activities
RAND and PERF researchers recruited the panel members 
by extending invitations to knowledgeable individuals identi-
fied through existing professional and social networks (e.g., 
LinkedIn) and by reviewing literature published on the topic. 
At the time of the invitation, panelists were provided with a 
brief description of the workshop’s focus areas. The workshop 
agenda is presented in Table A.1.

To prepare for the workshop, panelists were provided with 
read-ahead materials and were given an opportunity to identify 
the issues and topics that they felt would be important to dis-
cuss during the workshop. Prior to the workshop, four attend-
ees responded with feedback regarding the topics they deemed 
worthy of further discussion. A summary of the read-ahead 
document and the feedback we received is included in the main 
report. The pre-workshop questionnaire was delivered as an 
online survey and is presented in the next section. 

Pre-Workshop Questionnaire
Thank you for your assistance in focusing our agenda and top-
ics for the workshop by taking part in this questionnaire. We 
would like your input on the relative importance of topics men-
tioned in the read-ahead document, input on specific challenges 
or opportunities in any of the areas mentioned, and feedback 
and suggestions on topics that deserve greater attention or that 
were missed altogether. You are free to skip any of the questions 
in the questionnaire.

1.	 What are the top three challenges or issues facing law 
enforcement today when conducting criminal investiga-
tions with a dark web component?

For each of the questions below, consider the following 
processes:

•	 crime identification
•	 evidence identification
•	 evidence preservation
•	 evidence access and collection
•	 evidence quality, provenance, and presentation.

2.	 What are the most significant legal problems or challenges 
in this area related to law enforcement effectiveness?

3.	 What are the most significant technical problems or chal-
lenges in this area related to law enforcement effectiveness?

4.	 What are the most significant challenges related to pre-
serving the civil rights of noncriminals using the dark web?

5.	 What opportunities do you see in this area (e.g., apply-
ing new technologies, changing law enforcement strategies 
or practices, other innovations) that would improve law 
enforcement performance or efficiency?

6.	 Are there any issues, problems, or opportunities that you 
see that are related to conducting criminal investigations 
with a dark web component that do not easily fit into the 
categories defined in this questionnaire? Is there anything 
else that was not discussed above that should be covered in 
this workshop?

Prioritization of Needs
During the workshop, participants collectively reviewed the list 
of challenges and issues that they provided prior to the work-
shop. While conducting this review, they suggested additional 
potential areas worthy of research or investment. Workshop 

Table A.1. Workshop Agenda

Day 2

8:30 Needs Discussions

10:30 Review and Final Brainstorming

11:30 Working Lunch

12:00 Prioritize Needs

1:30 Wrap-Up and Next Steps

2:00 End of Workshop

Day 1

8:30 Welcome and Introductions

9:30 Initial Discussion of Problems

9:45 Case Study Presentation

10:30 Discussion of Problems and Needs

11:30 Lunch

1:00 Case Study Presentation

2:00 Discussion of Problems and Needs
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participants also considered whether there were areas that were 
not included in the existing list and suggested new ones.

To develop and prioritize a list of technology and policy 
areas that are likely to benefit from research and develop-
ment investment, we followed a process that has been used in 
previous research (see, for example, Jackson et al., 2016, and 
references therein). The panelists discussed and refined oppor-
tunities and problems in each category and also identified 
potential needs and solutions that could address each problem 
or opportunity. Once the group had compiled and refined its 
list of issues and needs, they were converted into a web-based 
Delphi instrument using the Confirmit service.

Delphi Round 1
Using the Delphi instrument, each panelist was asked to 
individually score each issue and its associated need using 
a 1–9 scale for the following dimensions: (1) importance or 
payoff and (2) probability of success. For the importance or 
payoff dimension, participants were instructed that 1 was a low 
score and 9 was a high score. Participants were further told to 
score that importance or payoff dimension with a 1 if the need 
or solution would have little or no impact on the problem and 
with a 9 if the need or solution would reduce the impact of the 
problem by 20 to 30 percent (or more).

When the first Delphi round was completed, the panel 
members’ responses and comments were anonymously col-
lected and summarized. This summary contained a “kernel 
density” distribution figure and a collection of the members’ 
comments for each issue and need. This summary was used to 

facilitate discussion among the panelists for the needs that had 
the most disagreement, either in the areas of payoff or prob-
ability of success. The purpose of the discussion was to encour-
age the panelists to discuss their differences and to attempt to 
move toward consensus. During this discussion, panelists were 
asked to return to the Delphi tool to provide a second round of 
responses while keeping the group’s collective response and any 
discussion in mind.

In Figure A.1, we show an example of one of the questions 
presented to the group prior to their second-round answers (in 
the figure, “issue” is the challenge or opportunity).

Delphi Round 2
Once the round 2 responses were collected, they were ranked 
by calculating an expected value using the method outlined in 
Jackson et al., 2016. Specifically, for each question, the payoff 
and the likelihood of success scores were multiplied together, 
and the median of that product was the expected value. The 
resulting expected value scores were then clustered using a hier-
archical clustering algorithm. The algorithm we selected was 
the “ward.D” spherical algorithm from the “stats” library in the 
R statistical package, version 3.4.1. We chose this algorithm to 
minimize within-cluster variance when determining the breaks 
between tiers. The choice of three tiers is arbitrary but was done 
in part to remain consistent across the set of technology work-
shops we have conducted for NIJ. Also, the choice of three tiers 
represents a manageable system for policymakers. Specifically, 
the top tier is made up of the priorities that should be the pri-
mary policymaking focus, the middle tier should be examined 

Figure A.1. Example Post–Round 1 Delphi Summary Question

Issue: It can be di�cult to gain access to potential evidence that is encrypted.

Need: Explore the viability of public-private partnerships that can be leveraged to improve access to 
potential evidence that is commercially encrypted by default (e.g., o�-the-shelf encryption on such 
operating systems as Windows, MacOS, Linux, iOS, and Android).

Comments: 
�ere is a risk of undermining public trust, as in San Bernardino case.
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closely, and the final tier is probably not worth much attention 
in the near term. Figure A.2 shows the distribution of the needs 
by their expected value scores. The height of a bar indicates the 
number of needs that had that score, and the color of the bar 
indicates the tier that the need was ultimately assigned to by 
the clustering algorithm.

Figure A.2. Distribution of the Clustered Needs Following Round 2
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